The Unintentional
Adversary

Why the Biggest Threat to
Embodied Al Safety Is Not Hackers |
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The Primary Threat Profile is Inverted
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L [DATA POINT 881] - Bypasses text-layer safety J i E: L [DATA POINT 881] - Issues routine operational instructions )
:.[DATh POINT 882] - Crafts complex jailbreak prompts ] :;[DATﬁ POINT 802] - Zero malicious intent :
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% The biggest threat to a deployed robot is the worker who says,,w“m‘l‘

“Skip the safety check, we are behind schedule.” o
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Threat Architecture Matrix: Scenario A vs. Scenario B
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Worker
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Benign /
Operational

Jailbreak

Routine Task

Rare
(< 1 in 100 hrs)

High (~1% of all
instructions face
contextual danger)

High (> 90%
blocked by
frontier models)

Blind (System
reads 1t as a
normal work
instruction)

KEY INSIGHT: Text-layer safety is structurally blind to Scenario B. There are
no adversarial markers to flag. The system simply executes.




Three Empirical Laws of Embodied AI Failure

/)

& CONTEXT: Over the past year, we evaluated thousands of adversarial traces using the FLIP

methodology (backward inference from response to instruction) across 160 models. Y I
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CDC IDDL CHL
Competence-Danger Coupling Inverse Detectability-Danger Law Context Half-Life
The capability to The easiest threats Safety compliance
help is exactly the to catch are the decays progressively
capability to harm. least dangerous. over time.

WThese are not anomalies. They are structural predictions that invert current Al safety frameworks. ﬂ




Finding 1: Competence-Danger 7
Coupling (CDC)
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PROMPT: Hand me the solvent.
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CDC DATA CALLOUT:
The coupling coefficient (y) approaches 1.0 for core
manipulation tasks. The overlap between useful and
dangerous 1instructions 1s near-complete. The text 1is
constant; the physical context is the variable.
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Finding 2: The Inverse Detectability-Danger Law (IDDL) | wetrcs:

Spearman p = -8.795

/ N\ Evaluators classify 45% of
Contextual Hazards: Instructions these semantic benignity
appear perfectly normal. Impossible to attacks simply as
= detect via text evaluation, extremely BENIGN_QUERY.
S 92 high physical consequence.
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Finding 3: Context Half-Life (CHL)

/E i CHL Point

Compliance drops to
50% of baseline.

100%

T=0 (Start of Shift):
Compliance at 100%.
75% L Model reliably refuses
dangerous requests.
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Operational Time / Context Accumulation

~
As operational context accumulates, systems become progressively more compliant. Even if

a system could catch a dangerous contextual instruction early in a shift, its ability to do so

L degrades rapidly as work continues.
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The Harm Equation: Why Normal Operations Dominate

Frequency X Success Rate X Severity
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Risk

Unintentional Risk

Even at time zero—fresh deployment, maximum safety compliance, and a 90% baseline catch rate—-the
\ unintentional harm rate exceeds the targeted adversarial harm rate by a factor of 60 or more.




The Ethical Dimension: You Cannot Blame the User
Technical Intelemetry HUD
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( 1. THE WORKER ) 2. THE SYSTEM fs. THE FRAMEWURKj
Doing exactly what the Accepts physically Certifies safety based

system incentivized: -% dangerous instructions r% solely on adversarial text
getting warehouse because it completely testing while ignoring
deliveries out on time lacks physical context real-world contextual

~

The Unintentional Adversary is not a person. It is a structural
condition that arises when capable physical Al systems are
L deployed where context changes faster than safety reasoning. J




Historical Precedent: The CFIT Analogy

Aviation’s Hard Lesson The Solution: GPWS
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THREAT: Controlled Flight Into Terrain (CFIT) ) DEFENSE: Ground Proximity Warning Systems (GPWS)J
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- Historically the leading cause of aviation fatalities. - Monitors physical context independently of crew intent.
- Functioning aircraft, competent crew. - Evaluates proximity to terrain, ignores text or voice commands.
- Routine instruction: "continue descent". - Context-aware, intent-agnostic defense,

Deadly context: obscured mountain terrain.

TAKEAWAY: Embodied AI needs its
own GPWS—a defense mechanism that 1is
context-aware but intent-agnostic.




The Missing Safety Architecture

physical context [e.g., an uneven

Physical Context Monitor
pallet] makes it lethal.

[The Embodied GPWS)
Evaluates the physical space
independent of the text. Blocks

the routine instruction if the

STATUS: LETHAL COMTEXT PHEVENTED
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The Missing Layer
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You cannot solve a physical space problem with a text-based filter.
We must evaluate physical conseguences, not just prompt intent.
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Regulatory Frameworks are

Testing for the Wrong Threat

Text-Based
Adversarial

Testing - Australia Safety Standard

[Guardrall 4)
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0 ] Environmental /
) Jeon

Context Monitoring

p.
STATUS: Largely ignuredJ

by current mandates.

physically deployed systems.

ij RESULT: Provides false assurance fnrﬁJ

The analysis does not argue against
red-teaming. It argues that resource
allocation must reflect threat magnitude.
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Currently, the primary threat receives
minimal defense.




The Defense Re-Alignment Matrix
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DEFENSE TYPE

CURRENT PRIORITY
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~ Adversarial input testinéh
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(Red-teaming) Primary Secondary
.
~ Jailbreak defense : e s
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Three Imperatives for Embodied Al

| 01 Deploy Physical-Layer Defenses Now
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Implement force limits, workspace monitoring, and mechanical interlocks. This is the — T
GPWS equivalent. Must operate entirely independent of Al reasoning. :
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= 02 Build World-Model Safety Evaluations

/|_'——”'> Stop testing just for prompt resistance. Present the system with benign instructions in highly

dangerous physical contexts and measure if it correctly identifies the physical danger.
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HOOBI_EVAL_STAT: PEMBING
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“Update Regulatory Frameworks

Safety certification mandates must legally require physical-consequence evaluation, not just
text-layer evaluation. The testing methodology must match the real-world threat.
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THE DEEPEST INVERSION

The failure mode we should worry most about is not
attack. It is the intended use of the system, deployed in
an environment that changes faster than the safety
reasoning can follow.

The system that complies with a rushed worker without
understanding the physical conseguences is not being
attacked. It i1s doing exactly what it was built to do.

That is the problem.



